
 

 

 

 

The United States Agency for International Development (USAID) in Iraq is seeking applications for the one 

year position (extendable) of:  

 

Computer Management Specialist 

(Executive Office) 

 

SOLICITATION No.  12-017 

 

OPENING DATE:  March 28, 2012 

 

CLOSING DATE:  April 18, 2012 (5pm Baghdad time) 

 

MARKET VALUE:    FSN-10 (USD 36,072 – USD 54,108 basic salary p.a.) 

 

 

POSITION GRADE: Full performance grade level for this position is: FSN-10. A training grade 

level, below FSN-10, may be established depending on the education and relevant work experience of 

the applicant. Base Salary Range will be commensurate with established salary history, qualifications, 

and relevant work experience.   

 

BASIC FUNCTION OF POSITION: 

 

The Computer Management Specialist will provide all levels of IT systems support for USAID enterprise 

architecture, to include but not limited to: Help-Desk response, user assistance and training, systems and 

application troubleshooting, systems administration and backups, system engineering and deployment of new 

systems. The incumbent will serve as the principal person responsible for the training of system users, 

mentoring and imparting appropriate technical skills to other Foreign Service National (FSN), OIT employees, 

as well as to all other Mission employees.  This training will cover all areas of operation of the Mission 

systems and telecommunications from physical maintenance and repair of the systems hardware to support for 

the various application systems.  The training will also include advising on general data-hygiene, safeguarding 

of Sensitive but Unclassified (SBU) data, providing routine hardware installation, troubleshooting advanced 

telecommunications, as well as some systems application development, script writing, and code debugging. 

 

Major Duties and Responsibilities:       

 

LAN and WAN Operation and Administration   (50%) 

 

The primary objective of IT support work is ensuring the highest day-to-day network availability.  The 

incumbent will work with the Information Systems Manager and Network Operations Center (NOC) in 

Washington to maintain the Mission critical Information Communication Technologies such as VSAT Internet 

connectivity which feeds the Voice over Internet Protocol (VoIP) telephone trunks and Mission E-MAIL 

systems. 

 

The Local Area Network (LAN) and Wide Area Network (WAN) responsibilities will also include: 

management of a medium sized virtual “server farm” and complex collection of LAN devices and equipment 

at high availability status.  The incumbent will install and maintain additional servers, network software and 

clients (PCs), upgrade new software releases, patch operating systems, optimize network performance, upgrade 

client software and maintain backed up copies of server data to prevent accidental loss.  The incumbent will 

also monitor network and perform traffic analysis, test and evaluate computer operating systems.  Further, the 



 

   

 

incumbent will determine LAN and WAN effectiveness relative to systems in use and their support capability 

and compatibility with program applications.  

 

LAN and WAN operation and administration will include troubleshooting of servers, PCs, and LAN devices 

by replacing broken parts and preventive maintenance as required, maintaining system images and antivirus 

software on both servers’ and users' side, and controlling access to Mission devices by maintaining port 

security on network switches. 

 

Application Support/User Training  (20%) 

 

Application support includes assisting all Mission users with their daily tasks, such as: e-mail usage, sharing 

calendars, spreadsheet, word processing, photo management, and graphics as well as all other software that are 

in use within USAID/IRAQ. The incumbent will work with the Information Systems Manager to manage and 

oversee the entire applications portfolio for the Mission, including but not limited to, applications developed 

by USAID/WASHINGTON and the Mission for financial management, project administration, Timekeeping, 

travel management and personnel records.  The incumbent will also assist the Information Systems Manager in 

developing, implementing and teaching in-house training courses on the above-mentioned software as needed.  

 

Software Development and Database Administration (10%)  

Advanced support of existing software applications will also extend to the customization and further 

development of software applications, scripts, macros and queries.   

 

USAID/IRAQ has several data-driven websites and online collaboration portals built using ORACLE, MS 

SQL Server and Active Server Pages (ASP), as well as MySQL and PHP.  These sites not only need to be 

updated, but there is also a growing need to integrate these tools into a single tool or application suite.  

Experience in coding is highly desirable.  Macros and queries already in use by Mission staff often require 

updates and further development to achieve better results and maximum efficiency.  Additionally, when 

software applications are upgraded, existing database linkages, macros and queries also need to be rewritten. 

 

Network Monitoring and Vulnerability Detection (10%) 

 

The equipment used in USAID/IRAQ requires daily monitoring.  Vulnerability detection necessitates 

consistent preemptive maintenance and patching.  Monitoring and deployment of security patches, anti-virus 

updates and updating e-mail filtering tools to maintain USAID’s high standard of Information Systems 

Security will be responsibilities of the incumbent.  Information security is taken very seriously and assisting 

users to successfully navigate information security policy is also an important part of the job. 

 

Network Monitoring and Vulnerability Detection (5%) 

 

Given the harsh environment and high level of utilization of computers and other related equipment, the 

incumbent is required to keep the servers, LAN equipment and PCs in high availability status.  This includes 

troubleshooting of PCs, LAN equipment and servers, replacing parts that need replacement and preventive 

maintenance as requested by the equipment vendors. 

 

Other Duties as Required ( 5%)                                        

 

Other related duties, challenges, and the ability to assist in the management of Mission information systems 

will be required.  The incumbent will also work with and assist the Information Systems Manager as required. 

 



 

   

 

 

 

 

15. Qualifications Required For Effective Performance  

 

a. Education (10 points): University degree in the fields of computer science, information systems 

management is required. 

 

b. Prior Work Experience (25 points):  Minimum of three years of responsible experience in system 

administration, PC support, system development and programming. Experience on Windows 2003/2008 

Servers & Exchange 2003/2008 Servers/WEB Servers (IIS), VMware, Database administration in MS 

SQL Server and/or Oracle and the ability to create and customize SQL queries, as well as administration 

of laser printers, digital senders, scanners, and modems is required. 

 

c. Language Proficiency (20 points): English Level IV (fluent) written and spoken is required.  Arabic 

Level IV (fluent) written and spoken is required. 

 

d. Job Knowledge (20 points): A basic understanding of USAID policies, procedures, internal controls and 

reporting requirements.  Thorough knowledge of the entire MS-Office suite, database applications and 

web applications is required. 

 

e. Skills and Abilities (25 points): Good technical training skills, troubleshooting, diagnosing, and 

resolving hardware and software problems to maximize the capabilities of USAID/Iraq computer 

resources.  Ability to work with the Information Systems Manager and relate with USAID/Iraq’s 

organization and functions in order to successfully apply priorities for automation, as well as the 

interrelated nature of the different application programs. Good interpersonal skills are required. 

 

How to apply for this Solicitation 

 

Interested applicants MUST submit the following materials: 

 

1- Most current Curriculum vitae or resume; 

2- Complete and hand-signed federal form OF-612 which is available at the USAID websites, 

www.usaid.gov/forms/, or at Federal offices; 

3- Three references, who are not family members or relatives, with telephones and e-mail contacts; 

4- Applicants must quote the solicitation number and position title on the subject line of e-mail application.   

 

Applications must be e-mailed to: iraq-jobs@usaid.gov. 

 

USAID/Iraq reserves the right to obtain from previous employers relevant information concerning the 

applicant's past performance and may consider such information in its evaluation. 

 

Applicants are required to submit completed and hand-signed federal form OF-612 (including OF-612 

continuation sheets as needed) including other documentation/information listed above.   

 

Late, incomplete or unsigned applications will NOT be considered.  

 

Applicants should retain for their records copies of all enclosures which may accompany their applications. Do 

not attach original documents to your application as they will not be returned.  

http://www.usaid.gov/forms/
mailto:iraq-jobs@usaid.gov


 

   

 

USAID/IRAQ is an equal opportunity employer committed to a staff composition that reflects the 

social and ethnic diversity of Iraqi society.  Applicants from disadvantaged and under-represented 

ethnic groups, women, and people living with disabilities are encouraged to apply. 

 

 

 

USAID Iraq 

EXO/Human Resources 

Job Application 

USAID Compound 

Email: iraq-jobs@usaid.gov  

mailto:iraq-jobs@usaid.gov

